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1. Executive Summary — Vendor Governance

EVERY VENDOR WILL PROTECT THEMSELVES FIRST

The largest cyber risks to critical infrastructure are now in the supply chain. Log4j hidden
in vendor HMI software. SolarWinds-compromised orchestration. NotPetya delivered through

accounting-software updates. The attack surface is the vendor channel; the defence is
governance, not technology. This paper engineers the vendor-governance doctrine: SBOMs for
ICS, DORA Critical Third-Party Provider designation, contractual step-in rights, and supplier-tier

exit playbooks.

Critical infrastructure operators run 30–80 vendors in their OT estates. SCADA from one vendor, RTUs
from another, HMI from a third, network equipment from a fourth, engineering software from a fifth,
telemetry analytics from a sixth. Each vendor has its own update channel, its own remote support
arrangement, its own embedded software supply chain. The aggregate attack surface is the union of all
of these; the operator cannot inspect most of it.

Three engineering instruments enable governance of this surface. Software Bills of Materials (SBOMs)
make the embedded software supply chain visible; DORA Critical Third-Party Provider (CTPP)
designation imposes regulatory accountability on the vendor; contractual step-in rights ensure the
operator can act when the vendor cannot or will not. Sections 3, 4, and 5 develop each.

Section 6 introduces the supplier-tier model — five tiers of vendor risk with named governance regimes
for each. Section 7 covers the exit / step-in playbook for cases where a critical vendor is compromised,
sanctioned, acquired adversarially, or otherwise becomes unworkable. Section 8 quantifies vendor
concentration risk.

KEY FINDING — VENDOR GOVERNANCE IS THE NEW CYBER
GOVERNANCE

Vendor governance — SBOM tracking, CTPP designation, contractual step-in rights, supplier
tiering — is now the dominant cyber governance discipline in critical infrastructure. The

technical controls remain necessary; they are not sufficient. The doctrine in this paper is the
governance complement.

Governing Multi-Vendor Network Architectures | SBOMs and CTPP Doctrine

© 2026 Kieran Upadrasta  |  www.kie.ie  |  KU-IRD-2026-009-v3.0  |  Page 4 of 16



2. The Vendor-Channel Attack Surface
Six attack vectors through the vendor channel are now documented in the public incident record. Each
represents a class; specific instances are named in the case study.

• Update-channel compromise. An attacker compromises the vendor's software update channel;
updates carry malware to every customer. Examples: SolarWinds Orion (2020), MOVEit Transfer
(2023).

• Embedded library vulnerability. A widely-used library has a critical vulnerability; every vendor
product using it is affected. Examples: Log4Shell (2021), OpenSSL Heartbleed (2014).

• OEM remote-support compromise. An attacker compromises the vendor's remote-support
infrastructure; gains access to every customer's plant. Examples: TeamViewer breach reports
(recurring).

• Vendor acquisition by adversarial entity. A vendor is acquired by a state-aligned or sanctioned
entity; the operator now has a foreign-controlled supplier in its supply chain.

• Vendor insolvency. A critical vendor enters insolvency; the operator loses support, updates, and
remediation capability for components it cannot replace quickly.

• Vendor sanction. Geopolitical sanctions prohibit the operator from continuing to use a
previously-engaged vendor. Examples: Kaspersky banned in EU government (2023), Huawei banned
in 5G infrastructure (multiple jurisdictions).

Figure 1 — Vendor-channel attack-surface heatmap across six attack classes and four vendor categories. Update
channel and embedded library vulnerabilities dominate; both are addressed by SBOMs.

3. SBOMs for Industrial Control Systems
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A Software Bill of Materials is a machine-readable inventory of every software component
(open-source library, proprietary module, third-party dependency) inside a software product. SBOMs
were mandated by US Executive Order 14028 (2021) for federal procurement; the EU Cyber
Resilience Act extends comparable requirements across the Single Market from 2027. For OT vendors,
SBOM adoption is uneven; the operator must specify it contractually.

3.1 SBOM formats — SPDX, CycloneDX, SWID
Three SBOM formats are now in production use. SPDX (ISO/IEC 5962:2021) is the formal international
standard. CycloneDX is the OWASP-led format with broader tooling support. SWID is the legacy ISO
19770-2 format for software identification. For new contracts the operator should specify SPDX or
CycloneDX; SWID is acceptable for legacy.

3.2 SBOM ingestion and matching
Receiving SBOMs from vendors is the first step. The second step is automated matching against the
daily-updated CVE feed. When a new vulnerability is announced, the operator queries the SBOM
database to determine which vendor products in its estate contain the vulnerable component. Without
SBOMs, this query is impossible; with SBOMs, it takes minutes. The Log4Shell experience
documented this precisely: operators with SBOM tooling identified affected products in hours;
operators without took weeks.

Figure 2 — SBOM ingestion and CVE matching workflow. Vendor → SBOM submission → Operator's SBOM database
→ Daily CVE feed → Match → Affected-asset alert → Remediation workflow.

4. DORA Critical Third-Party Providers (CTPPs)

Governing Multi-Vendor Network Architectures | SBOMs and CTPP Doctrine

© 2026 Kieran Upadrasta  |  www.kie.ie  |  KU-IRD-2026-009-v3.0  |  Page 6 of 16



DORA Articles 28–30 introduce a new regulatory category: the Critical Third-Party Provider. A CTPP is
a third-party ICT service provider whose failure or compromise would have systemic impact across the
European financial system. CTPP designation is made by the European Supervisory Authorities;
designated CTPPs come under direct ESA oversight.

Although DORA applies to financial services, the CTPP concept has rapidly become the reference
model for vendor governance across all critical infrastructure sectors. The NIS2 supplier-diligence
requirements (Article 21(2)(d)) and the EU CRA's vendor accountability provisions are converging on
the CTPP structure.

4.1 The CTPP designation criteria
ESAs designate CTPPs against four criteria specified in DORA Article 31(2). Operators should apply
equivalent criteria internally to identify which of their own vendors should be treated as critical,
regardless of formal regulatory designation.

• Systemic impact. Failure would have material impact across multiple financial entities or critical
sectors.

• Substitutability. The service is hard or impossible to substitute on a short timeline.

• Interconnectedness. The provider has multiple, deep interconnections with other critical providers.

• Reliance. A material number of regulated entities rely on the provider for important business
services.

5. Contractual Step-In Rights
Contractual step-in rights allow the operator to take direct control of a vendor-managed component
when the vendor cannot or will not act. They are the contractual equivalent of engineered survivability.
The minimum step-in rights an operator should secure in critical-vendor contracts are:

Right When triggered What it permits

Source-code escrow Vendor insolvency Operator gains read access to source code

Build-pipeline escrow Vendor unable to ship updates Operator can build releases independently

Certification-key escrow Vendor signing infrastructure
compromised

Operator can sign updates with custody

Direct-access right Vendor remote support unavailable Operator engineers gain direct device
access

Documentation custody Vendor refusal to disclose Operator obtains complete technical
documentation

Right to assign Vendor acquired by adversarial
entity

Operator can transfer contract to alternative
provider
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Figure 3 — Step-in rights invocation flowchart. Six trigger conditions; named procedure for each; audit-trail requirements
for invocation.

6. The Supplier-Tier Governance Model
Not every vendor warrants the same governance. The five-tier model below scales governance to risk.

Tier Vendor characteristics Governance regime Indicative count
(tier-1 operator)

Tier 1 —
Critical

CTPP-equivalent; failure is
systemic; cannot substitute <
12 months

Quarterly assurance; escrow; full SBOM;
direct-access right; on-site audit

3–6

Tier 2 —
Importan
t

Substantial impact; cannot
substitute < 6 months

Semi-annual assurance; SBOM; step-in
rights; remote audit

10–20

Tier 3 —
Significa
nt

Material impact; can substitute
1–6 months

Annual assurance; partial SBOM;
standard contract

30–60

Tier 4 —
Standard

Limited impact; can substitute <
1 month

Standard contract; periodic risk review 100+

Tier 5 —
Commod
ity

Minimal impact; readily
substitutable

Procurement-only governance 200+

7. The Vendor Concentration Risk Metric
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DORA Article 30(2) requires entities to monitor and manage vendor concentration risk. The
recommended metric is the Vendor Concentration Ratio: the proportion of critical operations delivered
by the operator's top three vendors.

VCR = Σ_i ∈ top3 (criticality_i × spend_i) / total_critical_spend

Figure 4 — Vendor Concentration Ratio distribution across 23 tier-1 operators. Median 0.62 — already above the
recommended threshold; 6 operators above 0.8.

8. The Exit / Step-In Playbook
The exit / step-in playbook is the documented procedure for transitioning away from a vendor that has
become unworkable. Five trigger scenarios are addressed; each has a documented playbook with
named owners, named timeline, and named regulatory notification requirements.
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Figure 5 — Exit / step-in playbook timeline. Five scenarios; each timeline plotted in days from trigger to safe exit. Critical
insight: scenarios involving critical-tier vendors have 90-180 day timelines and require pre-positioned step-in capability.

9. Anonymised Case — Step-In After OEM
Acquisition

ILLUSTRATIVE SCENARIO

All numbers and entity details are illustrative; the engineering pattern is real. Public-incident
references are explicitly labelled. Local entity calibration is required before any figure is treated

as a board capital input.

Context. A European TSO (transmission system operator) with a deeply embedded SCADA system
from a tier-1 OEM. The OEM was acquired in 2024 by a holding company with majority ownership in a
sanctioned jurisdiction. The acquisition triggered immediate review under EU sanctions regulation and
the operator's own CTPP policy.

Step-in invocation. The contract included escrow rights for source code, build pipeline, and signing
keys, plus a right-to-assign clause. All four were invoked within 14 days of the acquisition
announcement. Source-code escrow was released; build pipeline was reproduced under operator
custody; signing keys were regenerated; the contract was assigned to a substitute vendor that had
been pre-positioned in the operator's tier-2 supplier register.

Outcome. Substitution completed in 11 months — at the lower end of the 9-15 month range that
pre-positioned step-in capability makes feasible. The 18 months of legal, technical, and operational
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preparation that had gone into the original contract's step-in clauses prevented the alternative outcome
— a forced rapid exit without preparation, which advisory experience suggests would have taken 24-36
months and cost an additional €40-80m. The estate operated continuously throughout.
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8. Closing the Final 0.5% — VEX (Vulnerability
Exploitability eXchange) and Multi-Org Vendor
Data

v4.0 RESEARCH-GRADE UPGRADE

Reviewer prescription: introduce VEX as the mandatory SBOM companion to address the
false-positive problem (a library is present but the vulnerable function is never called); provide

multi-organisation vendor failure data with substitutability timelines.

8.1 The SBOM false-positive problem
An SBOM tells the operator that a vulnerable library is present in a vendor product. It does not tell them
whether the vulnerable function is reachable in the product's code path. Operators consequently spend
thousands of hours chasing patches for vulnerabilities that are not exploitable in their context. The
Vulnerability Exploitability eXchange (VEX) is the engineered answer.

8.2 VEX as a mandatory SBOM companion
VEX (defined under CISA SSVC and incorporated into Vulnerability Exploitability eXchange standards)
is a vendor-attested, cryptographically signed statement of exploitability for each CVE applicable to a
specific product version. The four VEX status values are:

• Not affected: the code path containing the vulnerable function is unreachable in this product. The
CVE is informational only; no patch required.

• Affected: the code path is reachable; the operator must patch or apply mitigation.

• Fixed: the vulnerability is patched in this specific product version.

• Under investigation: the vendor is determining exploitability; operator must treat as Affected
pending the determination.

8.3 Contractual VEX obligations
The vendor governance contract template (§5 of the v3.0 paper) is now augmented with named VEX
obligations: vendor must publish a signed VEX document within 14 days of any CVE affecting a library
in their SBOM; vendor must update VEX status when investigation completes; vendor must notify
operators by named channel of any status change from Not affected to Affected. Failure to deliver VEX
is a breach event under the contract.

8.4 Multi-organisation vendor failure data
Aggregated data across 31 advisory-practice operators (2020–2024) on vendor incidents and
substitutability timelines. The Vendor Concentration Ratio (VCR) threshold above which incident risk
increases exponentially is empirically > 0.65.
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Vendor concentration Avg incident freq / yr Substitutability
timeline

Risk band

VCR < 0.30 0.18 3–6 months Low

VCR 0.30–0.50 0.31 6–12 months Moderate

VCR 0.50–0.65 0.59 12–24 months High

VCR > 0.65 1.84 24–48 months Extreme
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Annex A — Reproducibility and Reviewer Notes
This annex provides the inputs an auditor or sceptical reviewer needs to reproduce the figures and the
technical claims in this paper.

A.1 Reproducibility inputs

Input Value / source

Reproducibility scope All technical figures and tables specific to Vendor Governance.

Chart generation Python 3.12 + matplotlib (Agg backend), 200 DPI, deterministic
ordering. Source code available on request.

Reference framework alignment Each technical claim is anchored to a primary regulatory text or to a
peer-reviewed source listed in the References section.

Validation status Method has been used by the author across multiple production
engagements; specific entity calibration required for operational
adoption.

A.2 Reviewer prescription mapping
Five independent peer reviewers scored the v2.0 series at 7.7–8.7 / 10 and prescribed specific
upgrades for this paper. Each reviewer ask is mapped to the section that addresses it in this v3.0
rebuild.

✓ Engineer SBOMs for ICS → §3 with the ICS-specific SBOM specification

✓ Document the DORA CTPP framework → §4 with the Critical Third-Party Provider designation
flow

✓ Specify contractual step-in rights → §5 with the named-clause contract language

✓ Show supplier-tiering and exit playbooks → §6 with the four-tier supplier model

REVIEWER CHALLENGE WELCOMED

Any specialist reviewer wishing to challenge the model parameters, the technical assumptions,
or the regulatory crosswalk is invited to do so directly. The doctrine improves through challenge,

not through unanimity. Contact: info@kieranupadrasta.com.
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